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Introduction to the FBI's LEEP and Information Sharing 
IACP Technology Conference 
20 May 2019 


What is LEEP? 

a. Law Enforcement Online - 1 website-now superseded by LEEP 

b. Law Enforcement Enterprise Portal (LEEP) - gateway to resources for 

i. Law Enforcement 

ii. Intelligence Community (1C) 

iii. Criminal Justice partners 

Does this duplicate the services of other agencies? 

a. No, due to the Intelligence Reform and Terrorism Prevention Act of 2004 

b. Program Manager, Information Sharing Environment (PM-ISE) 

What services are on LEEP? (Not all services are seen by all users!) 

a. Active Shooter Resources Page - single clearinghouse for materials available for 
use by law enforcement agencies and other first responders around the country. 

b. Cyber Shield Alliance - multi-agency FBI-led effort to proactively defend and 
counter cyber threats against LE networks and critical technologies. 

c. Cyber Investigation Certification Program - first cyber investigative course; 
developed by Carnegie-Mellon University and FBI-Cyber Division. 

d. eGuardian - (U) Unclassified part of system that permits partners to report, 
track, and share threats, events, and suspicious activities with a nexus to 
terrorism, Cyber, or other criminal activity. 

e. Enterprise File Transfer Service (EFTS) - provides all LEEP users with a web 
interface to securely share and transmit files (files greater than 2 GB; transfer 
multiple files; compress/unwrap files on the fly). 

f. FACE Services - The Facial Analysis, Comparison, and Evaluation Services Unit 
(FACE) at the Criminal Justice Information Services (CJIS) Division provides 
support in the form of investigative leads for the FBI. Using face recognition (FR) 
software, Biometric Image Specialists (BISs) compare submitted photographs of 
subjects who are the focus of Type 1 & 2, Type 5 assessments (as well as those 
under FBI investigations) with face photos housed in selected internal and 
external databases. 

g. FBI Laboratory Contributor Panel - The FBI LCP supports online, unclassified 
Requests for Laboratory Examination by the FBI Laboratory. Cases that are being 
managed by the FBI should be submitted to the lab by the associated field office 
rather than by the portal. 




h. FBI Uplift Service - The Uplift service allows all FBI users to transfer files to 
FBINet. 

i. FBI Virtual Academy - enterprise training system which provides access to all FBI 
training that is available to the FBI's criminal justice and intelligence partners. 

j. Hostage Barricade Database System (HOBAS) - is intended to be used as a post¬ 
incident data collection tool with the capability of providing empirical statistical 
data of the inputted incidents. The concept of the application is to give law 
enforcement personnel the capability of a centralized location for reporting 
hostage and barricade incidents. (It is accessed via the Law Enforcement 
Negotiations Support (LENS) SIG). 

k. 1C 3 - Internet Crime Complaint Center - a means of reporting, developing, and 
referring criminal complaints regarding cyber-crime. 

l. Innocence Lost Database/Web-Archival Tool - is a system that allows Innocence 
Lost National Initiative LE members and partners to centralize LES victim, pimp, 
and associate intelligence connected with child sex trafficking and further 
analyze actionable leads with available LES records and NCMEC intelligence. 
Access to this system requires direct association with and subsequent approvals 
from Violent Crimes Against Children (VCAC) or Child Exploitation Task Force 
(CETF) locations. 

m. Intelink - (U) Unclassified NSA system - secure portal for integrated intelligence 
dissemination and collaborative efforts. 

n. Intelink IM - internet tool that allows real-time chat between users logged into 
the system. 

o. Joint Automated Booking System (JABS) -repository of federal arrest 
information. 

p. Justice Connect - Justice Connect is a user-driven, real-time tool that allows 
users across agencies to communicate, collaborate, and interact with each other 
through various applications such as communities of interest, wikis, blogs, 
forums, and activities. 

q. Justice Enterprise File-Sharing (JEFS) - has been created using box.com as the 
base technology and provides cloud hosted capabilities for greater stability and 
growth for file/folder sharing. It has the ability to transfer files up to 15 GB. 

r. LEO.gov email - (U) Unclassified government email service. 

s. LEOKA - Law Enforcement Officers Killed and Assaulted - data, research, and 
instructional services relative to law enforcement safety. 

t. Malware Investigator - automated system that analyzes suspected malware 
samples and quickly returns technical information about the samples to its users. 



u. National Missing and Unidentified Person System (NamUs) - is a powerful, free 
tool to assist law enforcement officers, medical examiners, coroners, allied 
criminal justice professionals, and the family members of missing persons in 
resolving the 13,000 to 40,000 recovered decedents each year in the U.S. 

NamUs resources include a team of expert Regional System Administrators 
(RSAs) who assist users with case management and biometric support services. 
The online databases contain detailed case information that allows for searching 
using a wide variety of identifiers, such as physical features, dental records and 
tattoos, while protecting sensitive case data which is restricted and only 
viewable by medical examiners, coroners, law enforcement, clearinghouse 
personnel, and other allied forensic specialists. (NamUs is accessed via the SIG 
page). 

v. National Center for Missing and Exploited Children (NCMEC) - is a non-profit 
501(c)(3) corporation whose mission is to help find missing children, reduce child 
sexual exploitation, and prevent child victimization. Since 1984, NCMEC has 
served as the national clearinghouse and resource center for families, victims, 
private organizations, law enforcement and the public on issues relating to 
missing and sexually exploited children. (It is accessed via the NCMEC SIG). 

w. National Domestic Communications Assistance Center (NDCAC) - serves as a 
center for electronic surveillance knowledge management and facilitates the 
sharing of technical solutions and know-how among law enforcement agencies. 

x. National Data Exchange (N-DEx) - provides local, state, tribal, and federal 
criminal justice agencies with a mechanism to nationally share, search, link, and 
analyze information across jurisdictional boundaries. 

y. National Gang Intelligence Center (NGIC) - multi-agency effort that integrates 
gang information from local, state, and federal law enforcement entities to serve 
as a centralized intelligence resource for gang information and analytical 
support. 

z. National Use-of-Force Data Collection - The National Use-of-Force Data 
Collection is a statistical collection concerning law enforcement us of force that 
results in one of the following circumstances: the death of a person; the serious 
bodily injury of a person; or when a law enforcement officers discharges a 
firearm at or in the direction of a person. Enrolled users or users seeking access, 
can click on the National Use-of-Force Data Collection logo to access the web 
application. 

aa. NICS LE e-Check (National Instant Criminal Background Check System Electronic 
Check) - can be used by law enforcement/criminal justice agencies conducting 
firearm background checks for authorized purposes. 



a. Operational Response and Investigative Online Network (ORION) - is a crisis 
information management system. ORION provides case management and 
related information processing capabilities to support Federal, State, Local, and 
Tribal law enforcement personnel in a coordinated response to crises at special 
events or critical incidents; it enables users to capture, search, and analyze 
information provided in numerous phone tips, emails, and interviews. (It is 
accessible via the Crisis Management Coordinator at your local FBI office). 

b. PIX (Protective Intelligence exchange) - is a U.S. Secret Service database of 
subjects who have an adverse or unusual interest in local, state, and federal 
public officials. 

c. RISC (Repository for Individuals of Special Concern) - mobile fingerprint ID to 
search selected CJIS files for: (1) wanted persons; (2) national sex offender 
registry persons; (3) known or suspected terrorists, and (4) other persons of 
special interest. The service is free but agencies must procure the mobile device. 

d. RISSNet (Regional Information Sharing System Network) - BJA system that 
provides timely access to a variety of law enforcement sensitive, officer safety, 
and public safety resources. 

e. (LEO) Special Interest Group (SIG) - a controlled/structured access area for 
specialized organizations of disciplines to share and store information as a 
means to enhance collaboration with law enforcement, intelligence, and 
emergency management communities. 

f. Symbol Affiliation Library (SAL) - 

g. Scrap Theft Alert - STA allows law enforcement and victims of metal theft to 
post alerts that are sent to registered users within a 100-mile default radius of 
the theft location. The alert radius can be expanded when warranted. 

h. Teleporter - a system that allows operational-related files to be shared and 
moved between law enforcement and partner communities including: local, 
state, tribal, foreign LE, OGA, and private sector partners. Max file size: 5 GB. 

i. TXMAP - is a web mapping and reporting application for the purpose of 
facilitating the visual representation and spatial analysis of incident data that 
includes criminal offenses and investigations, emergency management 
information, infrastructure data and asset data. 

j. VALOR - a Dept. Of Justice Officer Safety and Wellness Program that provides 
critical, no-cost on-site training, eLearning, resources and technical assistance 
with the goal of changing officers' behavior to increase their safety and wellness. 

k. ViCAP (Violent Criminal Apprehension Program) - a repository for behavioral 
and investigative information related to criteria homicides, sexual assaults, 
missing persons, and unidentified human remains cases. 



I. (LEO) Virtual Command Center (VCC) - a real-time, collaborative tool that 

facilitates shared informational awareness and event management. It is typically 
used for operations/events such as: Active Shooter cases; Warrant services; 
Special Events; Natural Disasters; Child Abductions; Terrorist Attacks and 
Threats, and many other matters. 

What partnered sites are on LEEP, and, as far as that goes, what are partnered sites? 

a. Partnered sites are services that are linked to LEEP but outside its secure 
environment; such services often require a separate user name and password for 
access. 

b. LEEP's partnered sites include: 

i. FBI Wanted Bank Robbers - a gallery of unknown bank robbery suspects 
wanted by the Bureau; access surveillance photos, physical description 
data, robbery details and more. 

ii. CrimeDex network - an on-line searchable data based used by 10,500 
members concerned with fraud, ATM skimming, organized retail theft, 
and other crimes. 

iii. Better Business Bureau (BBB) Scam Tracker - a repository of reports of 
fraudulent and illegal activity provided to the BBB by the public 
throughout the U.S. and Canada. 

iv. Law Enforcement Cyber Center (LECC) - to help SLTT law enforcement 
better understand and address cyber and cybercrime issues, as well as 
help law enforcement protect its own IT systems. 

v. National Insurance Crime Bureau (NICB) ISO ClaimSearch - includes 
property and casualty claims data, along with vehicle-related information 
provided by NICB. 

vi. Technical Resources for Incident Prevention (TRIPwire) - provides 24/7 
online, collaborative information and is a resource-sharing portal for 
bomb technicians, first responders, and military personnel. 

vii. ATF eTrace - is an internet-based application that allows participating LE 
agencies to submit firearm trace requests to the ATF National Tracing 
Center. 

viii. Case Explorer.net (CE) - CE was designed and developed by the 
Washington/Baltimore HIDTA; it provides target and event deconflction 
services. 

ix. Washington State Critical Incident Mapping Program - provide 

information to first responders, including tactical pre-plans, satellite and 
geospatial imagery, interior and exterior photos, floor plans, staging 
areas, hazardous materials, utility shut-offs, and evacuation routes. 



x. Transaction Records Analysis Center (TRAC) - is a portal that provides a 
suite of software tools that assist law enforcement in analyzing Money 
Service Business (MSB) transaction data obtained via subpoena, 
xi. Federal Bureau of Prisons Inmate Locator - contains information about 
federal inmates as well as anyone who was in BOP custody. 

V. How do I get access to LEEP? 

a. Complete an on-line application per person at https:// www.cjis.gov, or... 

b. Have an agency SAML into LEEP for a whole department 

VI. Local FBI Point-of-Contact 

a. FBI-Jacksonville, 6061 Gate Parkway, Jacksonville, FL 32256, (O) 904.248.7000 

b. SAC Rachel L. Rojas 
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